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Precision in Every Perspective

The Protection of Personal Information Act (POPIA), formally

known as Act No. 4 of 2013, is South Africa's primary data

protection law. It applies o any company based in South Africa

that processes personal information (including through a

website), as well as to entities outside the country if they process

personal information using means in South Africa.

For a South African company operating a website, POPIA

compliance is mandatory if the site collects, stores, or processes

any personal information — such as names, email addresses, IP

addresses, phone numbers, location data, or even data from

cookies/trackers.

Key Requirements for Websites Under POPIA

Websites commonly process personal information via contact

forms, newsletters, analytics (e.g., Google Analytics), cookies,

user accounts, or embedded third-party services. To comply,

focus on the eight conditions for lawful processing (outlined in

Chapter 3 of POPIA), particularly:

1. Accountability — Appoint an Information Officer (mandatory
for most responsible parties) to oversee compliance.
2. Processing limitation — Collect only what's necessary, with a

legal basis (e.g., consent, contract performance, legitimate
interests).

3. Purpose specification — Collect for a specific, explicit purpose.

4. Further processing limitation — Reuse data only if compatible
with the original purpose.

5. Information quality — Ensure data is accurate and up to date.

6. Openness — Provide clear notification to data subjects (via a

privacy notice/policy) before or when collecting their data.

7. Security safeguards — Implement reasonable technical and
organisational measures to protect data (e.g., encryption,
access conftrols).

8. Data subject participation — Allow access, correction,
objection, etc.

Mandatory Website Elements

e Privacy Policy / Privacy Notice (strongly required under Section
18 for openness): This must be clearly linked (e.g., in the footer)
and easily accessible. It should notify users of:

o What personal information is collected (and from what
source if not directly from them).

o The name and address of the responsible party (your
company).
The purpose(s) of collection and processing.

o Whether providing the information is voluntary or
mandatory, and consequences of not providing it.
Any laws authorising or requiring collection.
Recipients or categories of recipients to whom the
information may be supplied.
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o Planned fransborder flows (if data goes outside South
Africa, e.g., to cloud servers in the US).

o Rights of data subjects (access, correction, objection,

complaint to the Information Regulator).

o Details of the Information Officer (contact info).

o Security measures overview.

Cookie Consent / Banner (if using cookies/trackers): POPIA
treats many cookies as processing personal information. Obtain
informed consent before non-essential cookies (e.g., analyftics,
advertising) are set. Use a cookie banner that:

o Explains cookie types and purposes.

o Allows granular choices (accept/reject categories).

o Links to a detailed cookie policy.

o Blocks non-essential scripts until consent is given.
Consent Mechanisms (where consent is the basis): For forms
(e.g.. newsletter signup, contact), include clear checkboxes
like "I consent to my personal information being processed as
described in the Privacy Policy" (with link). Consent must be
voluntary, specific, informed, and unambiguous — no pre-
ticked boxes.

Data Breach Notification: Report to the Information Regulator
and affected individuals "as soon as reasonably possible" if
there's a compromise.

Other Best Practices:

o Include forms with minimal fields.

o Have data retention policies.

o Document processing activities.

o Review third-party processors (e.g., hosting, analytics)

for contracts ensuring POPIA compliance.

Standard Approach / Template Outline

There is no single official "standard" template from the
Information Regulator, but a compliant privacy policy typically
follows this structure (based on Section 18 and common South
African practice):

Infroduction — Commitment to privacy and reference to
POPIA.

. Who we are — Company details and Information Officer
contact.

Personal information we collect — Types (e.g., name, email, IP,
cookies).

How we collect it — Directly (forms) or automatically (cookies,
logs).

Purpose of processing.

Legal basis (consent, contract, legitimate interests, etc.).
Sharing / disclosure — With whom and why.

International fransfers — If applicable, safeguards used.

Data subject rights — How to access, correct, object, withdraw
consent.
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10. Security — Measures taken.

11. Retention periods.

12. Cookies — Separate section or link to cookie policy.

13. Complaints — How to contact the Information Regulator

(inforeg@justice.gov.za or https://inforequlator.org.za).

14. Updates to the policy.

15. Contact us.
You can adapt free generators (e.g., from sites like
freeprivacypolicy.com or termly.io, selecting POPIA options) or
consult examples from reputable South African firms, but
customise it to your specific practices.
For full compliance beyond the website (e.g.. overall POPIA
programme), consult a legal expert or specialist firm, as non-
compliance can lead to fines up to R10 million or imprisonment.
The official POPIA text is available at https://popia.co.za/ for
reference. If your website has specific features (e.g.. e-
commerce, user logins), provide more details for tailored advice.
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